MeToguuyecKHe peKOMeHIalluu
0 pa3MellleHMH Ha HHPOPMAIIHOHHBIX CTeHIaX, OPpHUIIHATHbHBIX
MHTEePHET-CalTaX U APyrux HHGOPMaIHOHHBIX pecypcax
00IIIe00pa30BaTeILHLIX OPraHU3allHd U OPraHoOB,
OCYIIEeCTB/ISIIOIIMNX yIIpaBjieHue B cepe oOpa3oBaHHs],
uHpoOpMaHH 0 0€30IMaCHOM IIOBEIeHHH U UCII0Ib30BAaHUH CETH
«AHTEepHET»

ITamsiTKa
IJIs OOyYaromIuxcsi 00 HHPOPMAITHOHHOH 0€30IIaCHOCTH JdeTeH

HEJIb34d

1. Bcem mnoppsim cooOIilaTh CBOIO 4YacCTHYIO HH@opMaluio (HaACTOSIINE UMS,
damunuio, TenedoH, agpec, HOMep IIIKOIB, a TakKxke ¢dororpaduu CBOU, CBOEU
CEMbHU U Opy3€eu);

2. OTKpBIBaTb BJIOZKE€HHEIE d)afIHBI SHGKTpOHHOﬁ IIO4YThI, KOI'oa HE€ 3HdaeIllb
OTIIPABUTEJIA,

3. I'pybuTth, OpuOupaThCs, OKa3bIiBaTh HaBJIeHHEe — BeCTU Ccebs HEeBEeXKJIIUBO U
arpecCuBHO;

4. He pacnopskayics OeHbraMu TBOeW ceMbu 0e3 pa3pellleHusl CTaplIuxX - BCerma
crpallrBau POOUTENIEH;

5. He BcTpeuanca ¢ UHTepHET-3HAKOMBIMU B PeajibHOM XKW3HU - IIOCOBETYUCS CO
B3POCIIBIM, KOTOPOMY [JOBEPSEIb.

OCTOPOZKHO

1. He Bce numyT npaBny. Yurtaemib o cebe HenpaBny B UHTepHeTe — cooOuiu 06
3TOM CBOUM POIOUTEIISM WUIIU OIEKyHaM;

2. IlpurmamiaioT TepenNuchIBAaTbCS, WrpaTh, OOMEHUBATHLCS - IIPOBEPH, HET N
IIOIBOXA;

3. He3sakoHHOE KOonupoBaHUe (aiyioB B MHTEepHETE - BOPOBCTBO;
4. Bcerpa paccka3sbsiBall B3pPOCJIBIM O Ipo6OjieMax B CETH - OHU BCerga nOMOTyT;

5. Mcnonb3y¥ HAaCTPOUKM 0€30ITaCHOCTU W IPUBATHOCTU, YTOOBLI HE TIOTEPSITh CBOU
AKKAYHTHI B COIICETSAX U OPYTUX ITOpTaIax.

MO2KHO
1. YBaxai opyrux mnojab30BaTelen;
2. [MTonp3yembcss MHTEPHET-UCTOYHUKOM - [eJlail CCBIJIKY Ha HETo;

3. OTKpBIBall TOJILKO T€ CCHIJIKU, B KOTOPHIX YBEPEH;



4. OOmiaThbCsi 3a MOMOIIBIO B3POCIBIM - POOUTENH, OMEKYHbI U agMUHUCTPAILUSI
CauTOB BCeTraa IIOMOTYT;

5. Ilpoiimm oOyudyeHue Ha caWTe «CeTeBUYOK» U IIOJIYyYM IIacHOpT Iu(pPOBOTO
rpaxpgaHuvHa!

HNHpopManuOHHasA MaMsITKa IJIsi 00y4YaloIIHUXCs IJIsI pa3MelleHUusI
Ha opunmuanbHbIX UHTEpHET-pecypcax

C KaXOnIM TOJOM MOJIOAEXHW B MHTEPHETE CTAHOBUTLCS OOJIbINE, a IIKOJILHUKU
OOHU M3 CaMBIX aKTUBHHIX ITOIb30BaTesiei PyHeTa. MexXay TeM, IIOMHUMO OTPOMHOTO
KOJIM4YeCTBa BO3MOXKHOCTEM, MHTEPHET HeceT u IpoOjeMbl. DTa IaMsTKa OOJIXKHa
IIOMOYb TeOe 6e30IacHO HaXOOUTLCS B CETH.

KoMnibroTepHbIE BUPYCHL

KoMObIOTEPHBEIMT BUPYC - OSTO Pa3HOBUOHOCTb KOMITBIOTEPHBEIX IIPOTPaMM,
OTIMYUTEJIbHON OCOOEHHOCTBHIO KOTOPOM SBJISIETCS CIIOCOOHOCTH K Pa3MHOXKEHUIO.
B momonHeHWE K 9TOMY, BUPYCH MOTYT IOBPEOUTH UJIU ITOJTHOCTbIO YHUUTOXKUTD BCE
dainel ¥ maHHBIE, ITOOKOHTPOIbHBIE II0Ib30BATEJII0, OT MMEHH KOTOPOro OblIa
3allylieHa 3apaXk€HHasl IIporpaMMa, a TaKKe IMOBPeOUTb WU HaxKe YHUYTOXKUTH
OTIEPALIMOHHYI0 CHUCTEMY CO BceMu ¢aimaMu B 1elloM. B GOJIBIIMHCTBE ClIy4YaeB
PacIpoOCTPaHSIOTCSI BUPYCHl Yepe3 MHTEPHET.

MeTomOhbl 3allUTHL OT BPEOOHOCHEIX ITPOTrPaMM:

1. Hcmonb3y¥ COBpPEMEHHBLIE ONIEpalMOHHbLIE CHUCTEMBI, HMEIOIINE CEePbE3HBIN
YPOBEHbB 3aIlIUTHI OT BPEIOHOCHBIX ITPOTPaAMM;

2. TlocTossHHO YycCTaHaBIWBauW Ia4uyTd (M@ POBBIE  3allJlaTKH, KOTOPHIE
aBTOMATHWYECKM YCTaAHABJIMBAIOTCS C IeJibl0 HopaOTKXW NOporpaMMbl) U [OpyTUe
O0OHOBJIEHUS CBOEM OIlepalMOHHOM cucTeMbl. CKauuBal UX TOJIBKO C OQUITUATILHOTO
carita paspabotunka OC. Ecyu cyliecTByeT pexXuM aBTOMaTUYeCKOT0 OOHOBJIEHUS,
BKJIIOYH €r0;

3. Paborai Ha CcBoeM KOMIILIOTEpPE IIO[ TpaBaMK TIIOJb30BaTesi, a He
aIMHUHUCTPATOpPa. 3JTO He TIO3BOJUT OOJIBIMIMHCTBY BPEOOHOCHBIX IIPOrpPaMM
UHCTaIZINPOBAThHCSI Ha TBOEM MEPCOHAIbHOM KOMIIBIOTEPE;

4. HUcnonw3yu QHTUBUPYCHEIE IporpaMMHEIe IPOOYKTEL U3BECTHBIX
ITPOU3BOAUTEIIEN, C aBTOMAaTUYECKUM 0OHOBIIEHUEM Oa3;

5. Orpanuyb GU3NYECKUN OOCTYII K KOMITLIOTEPY [JISI IIOCTOPOHHUX JINII;

6. Ucnonb3yy BHEMIHWE HOCUTENIM HHpOpPMAlMHM, TaKhe KakK (QIellka, OAUCK HIU
(aiin ©3 MHTEPHETAa, TOJIBKO U3 NPOPEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBalli KOMObIOTEPHBIE (AMIbl, IMOTyYEeHHBIE U3 HEHaOEXKHBIX
HCTOYHUKOB. [Jaxke Te ¢dailsibl, KOTOpPHIE IIpUCIall TBOM 3HAKOMBIN. Jlydllle yTOUYHU ¥
Hero, OTIIPaBJIsiyI I OH Tebe ux.

Cetu WI-FI



Wi-Fi - 3T0 He BU nepemayy OJaHHBIX, HE TEXHOJIOTHS, a BCEero JHUIIb OpeHa, MapkKa.
Eme B 1991 romy HupmepiaHIOCKasi KOMIOaHHUS 3apeructpupoBana OpeHnm «WECA»,
4yTOo 0003Hauasno ciaoBocoueTaHue «Wireless Fidelity», KoTophsiii mepeBoOuTCS Kak
«0OecrIpoBOOHAS TOYHOCTDY.

I[lo Hamiero BpeMeHHU HoOIIJla Apyras abOpeBuaTypa, KOTopas SIBISETCS TaKOU Ke
TexHonoruen. I3to abopeBuatypa «Wi-Fi». Takoe Ha3BaHue OBLJIO JaHO C HAMEKOM
Ha CTaHOapT BHICIINM 3ByKOBOU TexHUKHU Hi-Fi, 4To B mepeBofe 03HaYaeT «BbICOKas
TOYHOCTH>.

Ila, OecrmaTHBIE HHTEPHET-OOCTYII B Kade, OTEeNsSX U adspoIopTax SBIISETCS
OTJIMYHOM BO3MOIKHOCTBIO BHIXO/la B MHTEPHET. HO MHOTHME 3KCIEePTHl CUYUTAIOT, YTO
o6menoctynHbie Wi-Fi ceTu He aBJIsI0TCS 6€30IIaCHBIMHU.

CoBeThl 110 6e301macHOCTU paboTe B 0011eOCTYIHEIX ceTsax Wi-fi:

1. He mepenmaBali CBOIO NMUYHYIO MHpoOpMaluio yepe3 obienoctynusie Wi-Fi ceTn.
PaGoTast B HUX, XKejJaTeJIbHO He BBOOUTH ITAPOJIU [OOCTYIIA, JIOTUHBI M KaKHe-TO
HOMEpPa;

2. Ucnonb3yt 1 0OHOBISIM aHTUBUPYCHBLIE IIpPOrpaMMbl U OpaHaMayep. TeM caMbIiM
ThI 00e30maculllb cebsi OT 3aKaYKU BUPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnomnws3oBanuu Wi-Fi oTkmioum ¢yHKIUIO «O0mUM mocTyn K dainaMm u
npuHTepaMm». aHHasg QYHKIOWS 3aKphiTa [0 YMOJIYaHWIO, OOHAKO HEKOTOPHIE
IMOJIb30BaTEeJIM aKTUBUPYIOT €€ IJIs yooOCTBa MCIIOJIb30BaHUS B paboTe unu yueoe;

4. He ucnonb3yu nyonuunabii WI-FI gnsa nmepefgadyu MUYHBIX JaHHBIX, HAIlpuMep OJI
BBIXOJla B COLIMAJIbHbIE CETU UJIM B 3JIEKTPOHHYIO IIOYTY;

5. Umonp3yu TONBKO 3aluilleHHoe coequHeHue dyepe3 HTTPS, a ue HTTP, T.e. npu
Habope BebO-ampeca BBOOU UMEHHO «https://»;

6. B w™oOunpHOM TenedoHe oOTKIoYu GyHKIUoO «Ilogmkmioyenne K Wi-Fi
aBToOMaTu4YeckKu». He momyckau aBTOMATH4YECKOTO MOAKJIIOYEHHS YCTPOUCTBa K
cetaM Wi-Fi 6e3 TBoero coriacusd.

CoiumarnbHbIe CEeTH

ConuanbHble CETHM AKTHMBHO BXOOST B HAIly XXW3Hb, MHOTHE JIIOOU PaboTarT Hu
XKHUBYT TaM IIOCTOSTHHO, a B Facebook y»ke 3apeructpupoBaH MUJIIMaApPH 4YeJIOBEK,
YTO SABJISIETCSI OJHOM CeObMOM BCeX JKUTeJlel IJlaHeThl. MHorue mojb30BaTesld He
MMOHMMAIOT, 4YTO HH(OpMalus, pa3MelleHHas MMU B COIMAJIbHBIX CETSAX, MOXKET
ObITh HaWeHa ¥ HCIIOJIb30BaHa KeM YrogHO, B TOM 4YHCJie He 00d3aTelbHO C
O6y1aruMu HaMepeHUsIMHU.

OCHOBHBIE COBETHI 10 0E€30IIaCHOCTHU B COIINMAJIBHBIX CETHAX:

1. OrpaHuyb COMCOK [Apy3eu. Y Tebsa B OPYy3bsiX HE MOJKHO OBITH CIyYaWHBIX U
HEe3HAaKOMELIX JIIO[eH;

2. 3amuinay CBOIO YaCTHYIO XKMW3Hb. He yKa3eiBau mapoiu, TenedoHbl, agpeca, OaTy
TBOETrO0 POXKAEHUS MW [OPYTYyI0 JHUYHYI0 HHPOpMAaIlnio. 3JI0yYMBIIIIEHHUKHA MOTYT



HCIIOJIB30BATh OazxKe I/IH(I)OpMaI_II/IIO O TOM, KaK Thl U TBOHM POIHUTEJIN IIJIaHUPYETe
IIPOBECTU KAHUKYIIHI,;

3. 3amuiai CBOIO pelyTaluio - HepXKU ee B YUCTOTEe U 3afiaBall cebe BOIIPOC: XOTeJ
OBl THI, YTOOBI APYrHe MOJb30BaTENIM BUMEJIM, YTO Thl 3arpyxkaeinb? [lomymaii,
IIpeXxe 4eM 4YTO-TO OIyOJIMKOBaTh, HalUCaTh U 3arPy3UTh;

4., Ecnu THI TOBOPHIIL C JIIOObBMHK, KOTOPBIX He 3Haelllb, He HCHIOJb3yi CBOeE
peanbHOE UMS M APYTYIO JINYHYI0O MHDOpPMAaLUM: UMs, MECTO XKHUTEIbCTBa, MECTO
y4eObl ¥ TpOYeE;

5. N3beraii pa3melnenus ¢dororpaduii B HMHTepHeTe, roe ThI H300pazkeH Ha
MECTHOCTH, II0 KOTOPOM MOXKHO ONpPeneIuTh TBOE MECTOIIOI0XKEeHHUE;

6. Ilpu perucTpanuu B COIUAJILHOM CeTH HeOoOXOOMMO HCIOJIb30BaTh CIIOXKHBIE
IMapoJId, COCTOSIINE U3 OYKB U UPP U C KOMUYECTBOM 3HAKOB He MeHee 8;

7. IOnst coluajabHOM CETH, IOYUTHI U OPYTrUX CAWTOB HEOOXOOMMO HCIIOIb30BaTh
pas3Hble Iaponu. Torma eciau TeOss B3JIOMAIOT, TO 3JIOYMBINIJIEHHHUKH II0JTy4YaT
OOCTYII TOJIBKO K OODHOMY MECTY, a He BO BCe Cpaay.

OJIeKTPOHHBIE OEHbI'U

ONeKTpOHHbIE MOEHBI'M — OTO O4YeHb YHOOOHBIM CcIoco® TIaTexkel, OMmHAKO
CYLIECTBYIOT MOIIIEHHUKY, KOTOPBIE XOTAT IIOJIYyUYUTh 9TU OEHbIU.

SHeKTpOHHbIe OEHbI'n IIOABUJINCH COBCEM HEOaABHO W HMEHHO H3-3a 3TOI'O BO
MHOTHX I'OCyHgapCTBax 00 CHUX IIOP HE IMPOIIMCAaHO ITPO HUX B 3aKOHAaX.

B Poccum ke OHM (PYHKIIMOHHUPYIOT M O HHUX yXKe IIPOIHCAHO B 3aKOHEe, T'me HUX
pas3mensioT Ha HEeCKOJILKO BHOOB - aHOHMMHBIE W He aHOHMMHEBIe. Pa3HHIIA B TOM,
YTO AHOHHMHLIE - 3TO Te, B KOTOPHIX pa3pellaeTcs IPOBOOMUTL omepanuu 0e3
HOeHTU(PUKAIIUH II0JIb30BaTENIsI, @ B HEAHOHUMHLIX MOEHTH(GUKAIIUN I10JIh30BaTeJIA
SIBJISIETCSI 00sI13aTEJILHOM.

Takxke  crmegyeT  pas3nuyaTh  9JIEKTPOHHBIE  (UaATHBIE [OeHbr'd  (paBHH
rOCyODapCTBEHHBIM Bajll0TaM) U 3JIEKTPOHHBIE HedUaTHHIE OeHBId (HE pPaBHBI
rocyjapCTBEHHBLIM Ba/IlOTaM).

OcHOBHEBIE COBETHI IT0 6e30IacHoM paboTe C 3TeKTPOHHBIMU JeHbIraMU:

1. ITpuBsaXku K cueTy MOOUIbHBIN TejieOoH. DTO caMblil YIOOHBIN U OBICTPHIM CITIOCO0
BOCCTAHOBUTDH MOCTYIl K cueTy. [IpuBsizaHHBIN TenedoH MOMOXKET, ecyiu 3abymelrb
CBOU MJIaTEeKHBIN I1IapOoJib UJIM 3alOelllb Ha CauT C HE3HAKOMOI'0 YCTPOUCTBAa;

2. Vcnonb3y# oHOpPa30BLie Iaposiu. [1ocie nmepexomga Ha YCUIEHHYI0 aBTOPU3AIHAI0
Tebe yxke He OymeT yrpoxkaTh OMACHOCThL KpaxXkW MWK IIepexBaTa IIJIaTEeXHOTO
IIapOoJIs;

3. Bribepu cnoxHBIM Imaponb. [IpecTynHukKaM OyOeT He MPOCTO yrajaaTh CIIOXKHBIM
naposib. HagexXHble mapojid — 3TO IIapOiM, KOTOPEIE coaepKaT He MeHee 8 3HaKOB
U BKJIIOYAIOT B ce0s1 CTPOYHBIE U MMPOIIMCHBIE OYKBHI, TU(PPHI U HECKOIIBKO CUMBOJIOB,
TaKrMe KaK 3HaK [oJUlapa, (¢yHTa, BOCKIHIIATENbHBEIM 3HAK W T.II. Hampumep,
StROng!;;



4. He BBOOU CBOM JIMYHBIE JaHHBIE Ha CalTaX, KOTOPLIM He JOBEPSEIlb.
OJeKTpOHHAas I104Ta

OJIEKTPOHHAasA IIoYTa — 3TO TEXHOJIOTUS U IIpefoCTaBilsieMble €10 YCIIyId 10
TepechlJIKe U ITOYYEHUI0 3JIEKTPOHHBIX COOOIIEHUM, KOTOPhle PACIpemensioTCsa B
KOMITbIOTEPHOM ceTu. OOBIYHO 3JIEKTPOHHBLIM TMOYTOBBIM  SIIUK  BBITJISIOUT
crenyiommuM oO0pa3oM: UMsS IIOIb30BAaTENSI(@UMS [OMeHa. TakKXkKe KpoMe mepemadyu
IIPOCTOTr0 TEKCTA, UMEEeTCSI BO3MOXKHOCTh IIepenaBaTh (pauibl.

OcHOBHBIE COBETHI IO 0€30ITIaCHOM PaboTe C 3JIEKTPOHHOM MMOYTOMN:

1. Hago BmIOpaTh HpaBUIbHBIM IMMOYTOBBIM CepBUC. B MHTEpHETE €CThb OTPOMHBIN
BBIOOp OecCIIaTHBEIX IIOYTOBBIX CEPBUCOB, OOHAKO JIydYIlle [OOBEPSTH TEM, KOTO
3Haelllb U KTO [IEPBLEI B PEUTUHTE;

2. He yka3pBali B JIMYHOU IIOUTEe JIMYHYIO HHPoOpManuio. Hanpumep, nydile
BHIOpATh «My3BIKaJIbHBIM (paHaT@» unu «pok2013» BMecTo «TeMal3»;

3. Hcnonb3yid [OBYX3TAIIHYI aBTOPHU3alUi0. IOTO KOTrda IIOMMMO IIapojii HYXKHO
BBOOUTH KO, IPUCHIIIaeMBIU IO SMS;

4. BeiOepu CIOXKHBIM Hmapoib. 15T KaXXOOT0 IIOYTOBOTO SINHMKA OOJIXKEH OBIThH CBOMU
Ha[eXXHBIU, YCTOUYUBEIA K B3JIOMY [1apOJib;

5. Eciu eCTh BO3MOXKHOCTh HaAllcaTh CaMOMY CBOU JIMYHBIN BOIIPOC, UCIOJIb3YHU 3Ty
BO3MOXKHOCTE;

6. cnonb3yy HECKOJIBKO ITOYTOBHIX SALIUKOB. IIepBBEIM [JIs1 YaCTHOU IIE€PEIUCKU C
ampecaTtaMy, KOTOPHIM THl [HOOBepsellb. JTO JJIEKTPOHHBIUM anapec He Hao
KHCIIONIb30BaTh IIPU perucTrpanuu Ha popyMax U cauTax;

7. He oTkprIBaul (paiiibl U OPyTryUe BIOXKEHUS B IIMChMaxX JaxkKe eClIW OHU MPHUIIIN OT
TBOUX Apy3ei. JIydlle YTOYHU Y HUX, OTIIPABIISI/IN JT1 OHU Tebe 3Tu (Ghamibl;

8. [Tocne okoHuYaHUA pabOTH Ha IIOYTOBOM CEpPBUCE Iepeq 3aKpHITHEM BKJIaAKU C
cauToM He 3a0ynb HaxKaTh Ha «BBEIUTH».

Kub6epOymauHT UIu BUPTyaIbHOE U3[0eBaTeIbCTBO

KubepOynnuHr — T1ipecijiefoBaHUE COOOIIEHUSMU, COOepKaIIUMU OCKOpPOJIeHUS,
arpeccuio, 3allyruBaHUe; XYIUTAaHCTBO; COIIMaIbHOEe OOMKOTHPOBAHMHE C IIOMOIIIBIO
Pa3IUYHBIX UHTEPHET-CEPBHCOB.

OcHOBHEBIE COBETHI IT0 60opbbe ¢ KuOepOyITMHTOM:

1. He Opocatics B 60i. JIyumuii cnoco0: ITOCOBETOBAThCS KakK ceOsi BeCTU U, €CIIH
HEeT TOT0, K KOMY MOXHO 00paTUThCSI, TO BHaYajie YCIOKOUTHLCS. EC/TM THI HauyHeIIb
OTBeYaTh OCKOPOJIEHUSIMH Ha OCKOPOJIEHHS, TO TOJBKO ellle OOoJbllle Pa30KKellb
KOH(JIUKT;

2. Yopasnsi cBoel Kubeppenyraluei;

3. AHOHUMHOCTh B CE€TU MHHUMas. Cy'H.[eCTBy'IOT CIIOCOOBI BBISICHUTDH, KTO CTOUT 3a
AHOHMWMHBEIM aKKAayYHTOM;



4. He CcTOUT BECTHU XyJIMTAHCKUM 00pa3 BUPTyalbHOU XKU3HU. MHTEpHET QUKCUPYET
BCe TBOU NENCTBUS M COXPaHseT UX. YOaIuTh ux OymeT KpaHe 3aTPYIHUTEIbHO;

5. Cobmiofaii CBOM BUPTYAIbHYIO YECTh CMOJIONY;

6. UrHopupy# eguHUYHBLIM HeraTuB. OOHOpPa30BBEIE OCKOPOUTEJILHBIE COOOIIEHUS
JIy4Ie UTHOPupoBaTh. OOBIYHO arpeccusi ImpeKpalliaeTcss Ha HavaJIbHOM CTAoUuU;

7. banm arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B
COIIMANIbHBIX CETSIX €CTb BO3MOXKHOCTH OJOKMUPOBKM OTIPABKM COOOIIEHUU C
oIpenesIeHHBIX aJpeCcoB;

8. Ecmu TH cBuperenb KubepOysiuHra. TBOM HOEUCTBUS: BHEICTYIUTb IIPOTUB
pecienoBaTesisi, IIOKa3aTbh €My, YTO €ro HOEeUCTBUS OLIEHUWBAIOTCSI HEraTHBHO,
nopaepxXkaTh JKepPTBY, KOTOPOM HyXKHa IICHXOJIOTMYecKas I[IOMOIb, COOOIIUTH
B3POCJIBIM O (haKTe arpeCcCHUBHOTO ITOBEIEHUS B CETH.

MoOunbHLIN TenehoH

CoBpeMmeHHbIe cMapTGOHBEI M IIJIAHIIETHI COfAepkKaT B cebe BIIOJIHE B3POCIIBIM
(dyHKIIMOHANI, ¥ Temephb OHH MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMU
KoMIibioTepaMu. OOHAKO, CPEeACTB 3alllUThI [JIs1 IMTOOOOHBLIX YCTPOMCTB IIOKa OYEHb
Masio. TecTupoBaHNe U MOUCK ySI3BUMOCTEN B HUX ITPOUCXOOUT HEe TaK UHTEHCUBHO,
Kak mis [TK, To ke caMoe KacaeTcss 1 MOOUJILHBIX TIPUJIOKEHUH.

CoBpeMeHHBIE MOOUIBbHBIE Opay3ephl yKe IPaKTUYEeCKU [OTHAJIM HaCTOJIbHBLIE
aHaJIOTH, OJHAKO pacimpeHue (QyHKIIMOHalla BjedYeT 3a co0oM OOJBbIITyIO0
CIIOKHOCTBb ¥ MEHBIITYIO 3allIUIII€HHOCTD.

Ilaneko He BCe TPOUIBOAUTENMN BHIIIYCKAIOT OOHOBJIEHUWS, 3aKphIBAlOIUe
KPUTHUYECKHE YSI3BUMOCTH [IJIsI CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI [1JII 0€30MaCHOCTH MOOUJIFHOTO TeJ'Ie(bOHa:

1. Huuero He gBsieTCs O-HacCTosAeMy OecnnaTHEIM. Bynb OCTOpOXKeH, Bedb KOrga
Tebe IpepnsaraloT OecnyiaTHHIM KOHTEHT, B HEM MOTYT OBITb CKPHITHI KaKHe-TO
TIaTHBIE YCIIYTH;

2. ymaiu, npexne 4eM OTIpaBuTh SMS, ¢poTo unm Bumeo. Thl TOYHO 3HaeIlb, I'Ae
OHHU OYOyT B KOHEYHOM UTOTE?

3. Heo6xonuMo 0OHOBISITH OIEPAIMOHHYIO CUCTEMY TBOEro cMapT¢OHa;
4. Vicrionb3y¥ aHTUBUPYCHBIE IIPOTPAMMBI IJIsi MOOUITLHBIX TEIe(OHOB;

5. He 3arpyxail HOpHUIOXKEHHsS OT HEHW3BECTHOTO MCTOYHHKA, BEOb OHH MOTYT
comepxkaTh BPeOOHOCHOE IIPOrpaMMHOe 00eCIIeYeHue;

6. Ilocre TOro Kak THI BHIMEIIb C CaliTa, IAe BBOOUII JINYHYIO UHPOPMALIMIO, 3aldun
B HaCTpoOUKHU Opay3epa U ymanu cookies;

7. llepuogudyecKu IPOBEpPsSAN KaKue IJlaTHBIE YCIYTH aKTUBUPOBaAHBL Ha TBOEM
HOMeEpE;



8. IaBa¥ cBOM HOMEP MOOUIBHOrO TejaedoHa TOJILKO JIIOASIM, KOTOPHIX Thl 3HAEIb U
KOMY OOBEPSEMIb;

9. Bluetooth monzkeH OBITH BHIKJIIOYEH, KOTAa Thl UM He IOJIb3yelllbcsi. He 3aOniBait
WHOTHa IIPOBEPSITH 9TO.

Online urpst

CoBpeMeHHBIE OHJIAWH-UTPHI - 3TO KpacCOo4yHBIe, 3axBaThIBAWIMe pa3BJIeYeHUs,
00BbeIUHSAIONINE COTHU THICSY YEJIOBEK 10 BceMy MUpy. Urpoku uccnenyioT OaHHBIN
UM MUDP, 00IIaI0TCS APYT C APYTOM, BBHITIOIHSIOT 3aJaHUs, CPaXKalTCs C MOHCTPaMU
U IIOJIy4YalOT ONBIT. 3a yAOBOJIbCTBHE OHM IIJIaTAT: MOKYHalT OUCK, OIJIauMBaloT
abOHEMEHT UJIM IIPUOOPETaAIOT KaKue-TO OIIIUH.

Bce aTu cpemcTtBa uMAOoyT Ha IOOdepzKaHWE M PAa3BUTHE UTPH, a TakKXe Ha caMy
0e301MacHOCTh: COBEPILIEHCTBYIOTCS CUCTEMBI aBTOpPH3allUH, BBIIIYCKAIOTCS HOBHIE
naTtyu (um@poBLIe 3allJIaTKU OJIA IPOrpaMM), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX HWI'pax CTOUT OIlacaThbCsi HE CTOJILKO CBOMX COMNEPHUKOB, CKOJIBKO
KpaxX¥u TBOETO IapoJisi, Ha KOTOPOM OCHOBaHa CHCTeMa aBTOpu3alluu OOJILHIMHCTBA
Urp.

OCHOBHBIE COBETHI IO 0€30IIaCHOCTHU TBOETO HUI'POBOI'0 aKKayYHTa:

1. Eciu pgpyrod urpok BemeT cebs TMJIOXO UM COo3maeT Tebe HEeMpPUSTHOCTH,
3a0JTOKUPYH ero B CIIMCKEe UTPOKOB;

2. Iloxanyucsa agMUHHUCTpaATOpaM WIPHI Ha IIJIOXO€ IIOBEOEeHUE 3TOr0 UI'POKa,
JKenaTeJIbHO IIPUJIOXKUTH KaKKhe-TO JoKa3aTe/lbCTBa B BUE CKPUHOB;

3. He yka3wiBall TUYHYIO HH(POPMAIINIO B Ipodaiiie Urpkl;
4. YBaxaul Opyrux y4aCTHUKOB I10 UTDE;

5. He ycranaBnuBalu HeopuliuaabHbIE ITAaTYU U MOMHI;

6. Ucrnonb3yl CII0XKHBIE U pa3HBIE I1apOoJiy;

7. [laxke BO BpeMsI UT'PHL HE CTOUT OTKJII0YaTh aHTUBUPYC. [IoKa Thl Urpaellb, TBOU
KOMIILIOTEP MOT'YT 3apa3uTh.

QOUIIVHT WU KpPazXKa JIMYHBIX TaHHBIX

OOBIYHOM KpaXeu [eHer U NOKYMEHTOB CEromHs y»Ke HMKOrO He YOUBHUIb, HO C
pPa3BUTHUEM HHTEPHET-TEXHOJIOTUM 3JIOYMHBIIIJIEHHUKH IIE€PEMECTUNIUCh B UHTEPHET,
Y IPOOOIXKAIOT 3aHUMAThCS «JIIOOMMBIM» HEJIOM.

Tak mosiBWJIaCh HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA UMY (QUIIWHT, IJIaBHAsS
ejb KOTOPOTO COCTOUT B MOJIy4eHUM KOH(MUOEHIMAIbHBIX HaHHBIX II0JIb30BaTeIen
— JIOTUHOB U maponei. Ha ararnuiickom siseike phishing yntaercs Kak GuiumHr (0T
fishing — priOHas noBsi, password — maposb).

OcHOBHBIE COBETHI 110 60pbbe C QUIITUHTOM:



1. Cnegu 3a cBOMM aKKayHTOM. Ecnu THI ITOmo3peBaelllb, YTO TBOSI aHKeTa Oblla
B3JIOMaHa, TO HeoOXoguMO 3abIOKMpPOBaTh €€ U COOOIIUTL aJgMUHUCTPATOpaM
pecypca 006 3TOM KaK MOXKHO CKOPEE;

2. Hcnonb3yit Oe3omacHble BeO-caliThl, B TOM 4YHCJIe, WHTEPHET-Mara3uHOB U
IIOMCKOBBIX CUCTEM;

3. Vcmonb3y# ClIoXKHBIE U Pa3Hble mapoiu. TakuMm o6pa3oM, eciu TebOs B3JIOMAIOT,
TO 3JIOYMBIIIIJIEHHUKH IIOIy4YaT OJOCTYI TOJIBKO K OOHOMY TBOeMY ITPOQUITIO B CETH, a
He KO BCeM;

4. Ecnu TebOs B3/70OManM, TO HEOOXOOUMO IIpeAylNpeduTb BCEX CBOUX 3HAKOMBIX,
KOTOphIe moOaBeHHl ¥ TeOsI B IPY3bsiX, O TOM, YTO TeOsI B37IOMaji ¥, BOSMOXKHO, OT
TBOETO UMEHU Oy[eT PacChlIaThCs CIlaM U CChIIKM Ha (QUIIWHTOBBIE CANTHI;

5. YcraHoBu HagexXHbIM naposib (PIN) Ha MOOUIBHBIN TeledoH;
6. OTKIIOYY coXpaHeHue I1apos B Opay3epe;

7. He oTkpriBaul (paiiibl U OPyryUe BIOKEHHUS B IIMChMaxX JaxkKe eClIW OHU MPHUIIIN OT
TBOUX Apy3ei. JIydle yTOUYHU Y HUX, OTIIPABIISI/IN JI1 OHU Tebe 3T (hamIkl.

LludpoBas penyTraums

LludpoBasgs pemyTauus - 3TO HeraTWBHAs WJIM MO3UTHBHAsA WH(POPMALXS B CETHU O
Tebe. Kommpomertupymiiass wuHGopMalusi pa3MellleHHass B MWHTEPHETEe MOXKeT
Cepbe3HBIM 00pa3oM OTPA3UTBhCS Ha TBOeW peanbHOU XKulHU. «lludpoBas
pernyTalus» - 3TO TBOM MMHIXK, KOTOPBIM ¢opMupyercss u3s umHpopmainuu o tebe B
UHTEPHETE.

TBoe MecTO XKUTenbCTBa, y4eOwbl, TBOe (PUHAHCOBOE IIOJIOKEHHEe, OCOOEHHOCTH
XapakTepa M paccKasbl 0 6IM3KUX - BCE 3TO HAaKallJIUBAETCS B CETH.

MHOTHME TOOPOCTKM JIETKOMBICIEHHO OTHOCSTCS K IIyOIUKAlMKU  JTUYHOU
nHpopmarnuu B UHTEepHETE, He MOHMMAs BO3MOXKHBIX IOCHEACTBUM. THl Jaxke He
CMOXKeIb JorajaThbCs 0 TOM, 4TO (oTorpadusi, pa3MellleHHas 5 JieT Ha3ap, craja
MIPUYMHOM OTKa3a NPUHATH TeOs Ha paboTy.

KomMeHTapuu, pa3MmelnieHue TBOUX (¢oTorpaduil U OPyrue OeUCTBUS MOTYT He
WCUYE3HYTh AazKe IIOCJe TOrOo, KaK Thl UX yHOasulllb. Thl He 3HaEIllb, KTO COXPaHUI
9Ty MH(}OpMaIHUIo, IIolajia I OHa B ITOMCKOBHIE CUCTEMBI U COXpPaHUJIACh JIM OHA, a
TJIaBHOE: 4YTO IOOyMaloT O Tebe OKpyXKalolllee OO, KOTOphle HauOyT W yBUOST
9T0. Hanitu mHpoOpMallMio MHOTI'O JIeT CIYCTS CMOXKeT J000M - KaK M3 TOOPBIX
MoOyKAEeHUU, TaK U C HAMEPEHUEM IIPUUYUHUTE Bped. DTO MOXKET OBITh KTO YTOOHO.

OCHOBHEBIE COBETHI 110 3aAlIIUTE I_[I/I(I)pOBOI;I pernyTanuu:

1. ITogymai, mpexae 4eM 4YTO-TO ITyOJIMKOBATh U IepenaBaTh y ceOs B 6j10re UJIU B
COIIMAJIbHOM CEeTU;

2. B HacTpoiikax mpoduis yCTaHOBU OTPaHUYEHUS Ha IPOCMOTP TBOEro Mpoduis u
€ero CoOepKMMOro, caesial ero TOJIbKO «IJI APy3eun»;

3. He pa3memiaii ¥ He YyKa3biBalli MH(POpPMAlMIO, KOTOpass MOXKET KOro-mubo
OCKOPOJISATh UJIU 00MXKATh.



ABTOpPCKOE IIpaBo

CoBpeMeHHBIE IIKOJIbHUKH- aKTUBHBLIE IIOJIb30BATEIM IU(PPOBOTO IIPOCTPAHCTBA.
OmHAKO [ajlekKo He BCe 3HAIOT, YTO IIOJIb30BaHME MHOTHMMH BO3MOXKHOCTSIMU
nuppoBoro wMupa TpedbyeT coOMOmeHUs NOpaB Ha  HUHTENJIEeKTyaJIbHYIO
COOCTBEHHOCTb.

TepMuH «MHTeJJIeKTyasjlbHasi COOCTBEHHOCTb» OTHOCUTCS K Pa3JINYHBIM TBOPEHUSIM
4eJI0BEUYEeCKOr0 yMa, HauMHas C HOBBEIX M300peTeHuU! ¥ 3HAKOB, 0003HaAYarolInx
COOCTBEHHOCTL Ha MPOAYKTHL U YCJIYTH , U 3aKaH4YuBasg KHUTaMHU, QoTorpadpusimy,
KHHO(pUIbMaMU ¥ My3bIKaJIbHEIMU IPOU3BEAEHUSIMU.

ABTOpCKHEe TIIpaBa - 9TO IIpaBa Ha WHTENNIEeKTyaJlbHyI0 COOCTBEHHOCTL Ha
IpOU3BENEeHUs HayKH, JIMTepaTypbl U UCKyCCTBa. ABTOPCKHE IIpaBa BHICTYIAOT B
KadyeCTBe rapaHTHU TOrO, YTO HHTEJIJIEKTyaJIbHBIW/TBOPYECKUUW TPYH aBTOpa He
OymeT HamOpacHBIM, OAacT €My CIIpaBeaJIMBEIe BO3MOXKHOCTH 3apaboTtaTh Ha
pe3ynbTaTax CBOEro Tpyhda, HOIy4YUTh M3BECTHOCTb U Iipu3HaHue. Hukrto 06e3
pa3pelleHuss aBToOpa He  MOXKET  BOCIPOU3BOOUTL €ro  IIPOU3BEEHUE,
pacIpoCcTpaHsATh, IIyOJIMYHO MOEeMOHCTPUPOBAThL, IIpodaBaTh, HMIIOPTUPOBATD,
IMycKaTh B IIPOKAT, IIyOJIMYHO HCIIONHATH, MMOKA3bIBAaTh/UCIOIHATH B 3QuUpe HUIHU
pa3melnaTts B MHTEpHETe.

Hcrnonb30oBaHWEe <«MIUPATCKOTO» IIPOTPAMMHOI0 ofOecliedeHusI MOXKEeT HPUBECTH K
MHOTMM PHCKaM: OT IIOTePH HAaHHBIX K TBOMM aKKayHTaM [0 OJIOKMPOBKH TBOETO
YCTPOUCTBa, I'le YCTAaHOBJIEHHBIM He JierajibHas mOporpamMma. He CTOUT Takxke
3a0bIBaTh, YTO CYILIECTBYET JerajibHble 1 OecIjiaTHble IPOrPaMMbl, KOTOPhIE MOXKHO
HAHTH B CETH.

O mopraine

CeTeBUYOK.p(} - TBOM TJIaBHBIM COBETYUK B CETHU. 3O€Ch THl MOIXKEIIb y3HATh O
0e30ITaCHOCTH B CETH IIOHSITHBIM M HOCTYIIHBIM SI3LIKOM, @ ITPM BO3HUKHOBEHUU
KPUTHYECKOM CHUTyalluud OOpPaTHUTHCS 3a COBETOM. A TakKxXKe IPUHSTH ydacTue B
KOHKypCaxX U CTaTh CaMbIM LM POBHIM I'pakKIaHUHOM !

ITaMsiTKa IJIs1 poguTejied 00 HH(POPMAIITHOHHOM 0e30IaCHOCTH
nereu

OnpepneneHue TepMHHa «HHMOpPMAallMOHHAas 0e30MaCHOCTL [eTel» COOEpPKUTCS B
®epepanbHOM 3aKoHE Ne 436-P3 «O 3amuTe geTe oT HHPOPMaLUM, TPUYUHSIONIEN
Bped WX 3[0pPOBbI0 U Pa3BUTHUIO», PETYIUPYIOIIMM OTHOIIEHHS, CBSI3aHHBIE C
3allUTON OeTeu OT HuHoOpMaIuM, NPUYMHSIONIENM Bped HUX 3O0POBbI0 U (UIIH)
pa3Butuio. CorimacHo JaHHOMY 3aKOHY «HMH(poOpMalroHHasi 6e30MacHOCTL meTeu» -
9TO COCTOSIHME 3alUIleHHOCTH, NPU KOTOPOM OTCYTCTBYE€T PUCK, CBSI3aHHBIM C
NpUYMHEHWeM HHoOpMaldeld Bpeda UX 3O0POBbI0 U (MaH) (GHUIUYECKOMY,
IICUXUYECKOMY, IYXOBHOMY, HDABCTBEHHOMY Pa3BUTHIO.

B cuny QepepanpHOro 3akoHa Ne 436-03 wmHpoOpManuey, NPUYUHAOIIEW Bpeq
3[0OPOBBIO U (UJTH) PA3BUTHUIO JETEU, IBISIETCH:

1. uudpopMmamus, 3anpenieHHas OJisi PaCOIPOCTPAaHEHUS CPeou OeTeu;


http://vip.1obraz.ru/#/document/99/902254151/
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2. wuHGOpMAIMs, PACIPOCTpaHEeHHEe KOTOPOM OrpaHHMYEHO Ccpeou OeTeu
oIIpefeeHHBIX BO3PACTHREIX KAaTETOPUH.

3. K uadopmaliny, 3arpenieHHON OIS paCIIpPOCTPaHEeHUs CPeau OeTel, OTHOCUTCS:

4. nadopmalus, modyKmaarolias geTell K COBEPIIeHUIO TeCTBUM, TIPEeICTaBIISIOIINX
yIrpo3y WX XKU3HU U (M) 3MOPOBBIO, B T.4. IPUYUHEHUIO Bpeda CBOEMY 3OOPOBLIO,
CcaMOyOUuUCTBY;

5. CITOCOOHOCTH BBHI3BATh Y mEeTEeM kKejlaHKWe YIIOTpeOuTh HapKOTHUYECKHEe CPeCTBa,
IICUXOTPONHBIe ¥ (MJIM) OOypPMaHMWBAIOIIME BelllecTBa, TabayHble U3OEJusd,
aJIKOTOJILHYI0 ¥ CIHPTOCOJAEpZKalllyld  IMPOOYKIIMIO, IIMBO ¥  HAIMUTKH,
M3TOTaBJIMBaeMble Ha €ero OCHOBe; MPUHSATL Yy4YaCTHe B a3apTHHIX WIpax,
3aHUMATHCS TPOCTUTYIIUEM, OPOASIIKHNYECTBOM UITH ITOTPOIIaiHUYECTBOM;

6. 00OCHOBBIBaIOIlasi MKW ONpaBObIBAIONIAsi MOONYCTUMOCTh HACUIHUS U (MITH)
KEeCTOKOCTH nub0 moOyzKaarolllass OCYIIECTBISTh HACUIbCTBEHHBIE MEWUCTBUS IO
OTHOIIIEHUIO K JIIOMSIM U XKMBOTHBIM;

7. oTpulawlllasi ceMelHble IIEHHOCTU U (OpMUPYIOIlas HeyBaxKeHUe K POOUTEISIM
U (M) OpyruM 4jieHaM CEMbHU;

8. ompaBanIBaoIlas IPOTUBOIIPABHOE ITOBEOEHUE;
9. comepzXKalas HelleH3YpPHYI0 OpaHb;
10. comepxkaiasa nHGOpPMaIUIO IIOPHOTrpaduIeCcKOro xapakTepa.

K wuHpopMaluu, pacnpocTpaHeHHEe KOTOpPOM OrpaHMYeHO Ccpegud [eTen
OTIpEeieJIEHHOT0 BO3pacTa, OTHOCUTCS:

1. wuHpOpMalus, IpeAcTaBiseMasi B BUIOe H300paxXXeHUS UM ONUCAHUA
KECTOKOCTH, (PU3UYECKOTO U (MJIM) IICUXMYECKOTr0 HaCHUJIMS, MPECTYIJIEHUS HIIN
UHOTO QHTUOOIIECTBEHHOI'O NeHCTBUI;

2. BHI3BIBAIOIIAS V JeTel CTpaX, y2Kac UM IMaHUKYy, B T.4. IpeAcTaBisieMasi B BUOe
n300pakeHusl UM ONUCAHUS B YHUIKAIOIIEM 4YeJloBeYeCKOoe HOCTOMHCTBO ¢GopMe
HEeHaCUJIbCTBEHHOU CMepTH, 3abojieBaHUsI, caMOyOHIiCTBa, HECUYaACTHOTO CJiyd4as,
aBapuH WU KaTaCTPOdHI U (MIN) UX MOCIIEACTBUM;

3. mpepacTaBiisieMasi B BuUOe H300pazkeHUs WM OIIMCAHUS IIOJIOBHIX OTHOIIEHUM
MeXOy MYKYWHOU U KEHIINHON;

4. comepxartasi OpaHHLEIE CI0BA W BHIPAXKEHWSI, He OTHOCSIIHNECS K HeIeH3ypPHOM
OpaHH.

C yuetom 3TOro Bam mpemmararoTcsi InpaBujia paboTel B ceTu HWHTepHET Ons
Pa3IUYHBIX BO3PACTHHIX KaTeropui, coOogeHre KOTOPHIX IMO3BOJIUT 00ECHeYUTh
nHGOpPMalMOHHYI0 6€30ITaCHOCTD BalllUX OETEMH.

OO61re nIpaBuiIa A1 POOUTEseNn

1. HezaBucumo OT Bo3pacTa pebOeHKa MCIIONb3yHUTE IIporpaMMHOe obOecliedyeHUe,
noMoraroinee GpuIbTPOBATh U KOHTPOIUPOBATh MHPOPMAIIMIO, HO He MojlarauTech
MTOJTHOCTHIO Ha HeTo. Ballle BHMMaHMe K pe0eHKY - IITaBHBIM METOI 3aIllUTHI.



2. Ecnmu Bam pebGeHOK uMeeT aKKayHT Ha OOHOM M3 COLMAJIbHBEIX CEPBUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru u T.11.), BHUMaTENbHO HIY4YUTE, KaKyIO
vHGOPMaLMIO IIOMEIIAl0T ero y4aCTHHKU B CBOUX Hpoduidax m Ororax, BKIIIOYas
doTorpadum u BUOEO.

3. IIpoBephTe, C KaKMUMHU OPYTMMM caliTaMM CBsI3aH COLIMAlIbHBIMN cepBHC Baiiero
pebenka. CtpaHuuku Bamiero peGeHKa MOTYT OBITh 0€30MacHBIMM, HO MOTYT U
comepzKaTh CCHUIKM Ha HeXXeJjlaTeJIbHBIE U OllaCHble CauThl (Hanpumep, IIOPHOCAUT,
WM CauT, Ha KOTOpPOM [ApPyr YyIOMHHaeT HOMEpP CcOToBoro TejedoHa Bariero
pebenka unu BaIr moMaltHUM agpec)

4. TToompsitiTe Bamux meTei coobmiaTh 000 BCeEM CTPAaHHOM MJIM OTTAJIKWBAIOIIUM U
He CJIMIIKOM OCTPO pearupyiTe, KOrfa OHM 3TO [ealoT (M3-3a OllaceHUs MOTEPSTh
mocTtynn K MHTepHETy OeTu He TOBOPSAT POAUTENIIM O IpobieMax, a TaKXKe MOTYT
HayaThb UCIOIb30BaTh MHTEPHET BHE JOMa U IIIKOJIBI).

5. ByopTe B Kypce ceTeBOM KU3HM Bamiero pebeHka. MHTepecyWTech, KTO HX
Opy3bs B MHTEepHET Tak Xe, KaK UHTepeCyeTeCh peaJlbHEIMU OPY3bsIMU.

Bospact ot 7 go 8 net

B HutepHeTe peOEHOK CTapaeTcs IIOCETHTh Te WM WHBIE CAWThI, @ BO3MOXKHO U
YaThl, pa3pelleHre Ha IIOCellleHWe KOTOPBIX OH He IOJIy4usl Obl OT POOHUTEIeH.
[TosToMy poOuTensaM OCOOEHHO TIIOJIe3HBEI OymyT Te OTYeThl, KOTOpLIe
MIPEeIOCTABISIOTCS IIPpOorpaMMaMi II0 OTPAHMYEHHIO HMCIOJIb30BaHus MHTepHeTa, T.
e. PomuTenbCKHI KOHTPOIbL MM TO, YTO BBl CMOXKETE YBHUIOETh BO BPEMEHHBIX
daiinax. B pesynbraTe, y pebeHKa He OymeT OIIYyIIEeHHS, YTO 3a HUM BeOeTcCs
IIOCTOSTHHBIM KOHTPOJIb, OOHAKO, POOUTENH OyOyT IIO-IpexXHeMy 3HaTh, KaKue
CaMTBl MocemaeT ux peOeHOK. [leTu B OAaHHOM BoO3pacTe 00Iagal0T CHJIBHBIM
YyBCTBOM CE€MbH, OHH MOBEPYHBHLI 1 HE COMHEBAIOTCS B aBTOpuTeTax. OHU TI00ST
WTpaTh B CEeTEeBBHIE UIPHl UM IIYTEIIecTBOBAaTb 110 HWHTepHEeTy, UCIOIb3y
9JIEKTPOHHYIO TOYTy, 3aXOOWTh Ha CaAWTBI M dYaThl, HE PEKOMEeHOOBAaHHLIE
POOUTEIISIMH.

CoBeThl 110 6€30aCHOCTH B ceTu MHTepHeT OJis geteit 7-8 net

1. Co3pganiTe COHCOK OOMAIIIHMX [paBUI IlocellleHUus HMHTepHeTa MIpU ydaCTHUHU
meTed u TpeOylTe ero BBHITTOTHEHUS.

2. TpebyiiTe oT Bamiero pebeHka coOJIogeHUsT BPEMEHHBIX HOPM HaXOXIEHUS 3a
KoMnbioTepoM. ITokaxkuTe pebGeHKY, uTO Bnl HabOimomaeTe 3a HUM He IIOTOMY YTO
Bam 3T0 x0ueTcs, a moToMy 4TO BBl GeCIoKouTech 0 ero 6e30maCHOCTH U Bceraa
TOTOBEI €MY IIOMOYb.

3. KomnpioTep € MOOOKIIOUeHHEM K HMHTepHETY [OOJI?KeH HaXOOUThCS B 0O0IIeu
KOMHaTe 1101 IIPUCMOTPOM POOUTETIEMN.

4. cnonp3yuTe CcleluasbHble OeTCKUEe IIOUCKOBbIE MallluHEL.

5. Hcmomnb3yiiTe cpencTBa OIOKWPOBAHUS HEXeJaTeIbHOTO0 KOHTEHTAa Kak
OOIIOJIHEeHHE K CTaHOapTHOMY PomuTenbCKOMY KOHTPOJIIO.

6. Co3pmaliTe ceMeMHBLIN 3JIEKTPOHHBIN SIMHUK, YTOOLI He ITO3BOJIUTH MOETSIM HUMEThb
coOCTBEeHHBIE aZipeca.



7. BIIOKUpyUTE AOCTYI K caliTaM C 6eCnIaTHBIMU MOYTOBBIMU AIUKaMU C IIOMOIILIO
COOTBETCTBYIOLIETO IIPOrPaMMHOI0 00eCIIeYeHN .

8. lpuyuuTe meTeil coBeTOBaThCA C Bamu mepen onmyOnuKOBaHMEM KaKOU-TmOO
nHpOPMAIlK CPEeOCcTBaMHU 3JI€KTPOHHOMW IIOYTHI, YaTOB, PETUCTPALIMOHHLIX (opM U
npoduien.

9. Hayumute meTedl He 3arpyxaThb (aisbl, MporpaMMbl WM MY3HIKy 0€3 Balllero
corjacus.

10. He pa3pemiaiiTe QOeTsAM HKCIONb30BaTh CJIy>KObI MTHOBEHHOTO oOOMeHa
COOOIIEeHUSIMU.

11. B «Oenblii» CIIMCOK CAWTOB, pPa3peIleHHBIX OJIsi MOCENIeHUs, BHOCUTE TOJIBKO
CaMThI C XOPOIIIEer pelnyTaluen.

12. He 3a0niBaliTe OecefoBaTh C OeThbMU 00 UX APY3bsX B MMHTepHETe, KaK eCcinu Obl
peus I1j1a O OPY3bsX B PeajlbHOU XKU3HMU.

13. He pmemnaiiTe «TalOy» U3 BOIIPOCOB IIOJIOBOM KM3HM, TaK KaK B MHTepHeTe OeTHu
MOTYT JIETKO HaTKHYTBHCS Ha MOPHOTPaQUIO UJIN CAUTHI «IOJIST B3POCIIBIX».

14. Tlpuyuute Bamiero pebGeHKa cooOIllaTh BaM O JIIOOBIX yIpo3ax MM TPEBOrax,
cBsi3aHHBIX ¢ MHTepHeTOoM. OCTaBauTeCh CIIOKOMHBLIMKA KW HAIlOMHUTE HOETSIM, 4TO
OHU B 0€30IIaCHOCTH, €CJIM CaMU pacCKa3ajd BaM O CBOUX TpeBorax. [ToxBanuTe ux
U TIOCOBETYUTE MOIOUTH eIlle pa3 B ITOOOOHBIX CIIydasix.

Bo3spact geteu ot 9 oo 12 net

B pgaHHOM BO3pacTe [HOeTH, KaK IIpaBUJIO, yzKe HaCHBIIIaHbl O TOM, Kakasd
nHpopmauusa cymiectByeT B MHTepHeTe. COBEpPIIEHHO HOPMAaJIbHO, YTO OHM XOTST
9TO YBHUAETH, NPOYECTh, yCiblllaTh. [Ipy 3TOM HYXKHO IIOMHHUTBH, 4YTO HOCTYyHO K
HexKeJlaTeJIbHLIM MaTepHaljiaM MOXKHO JIeTKO 3a0JI0KUPOBaTh MPU IIOMOIIU CPEICTB
PoouTenbCKOro KOHTPOJIS.

CoBeTHI 110 0e30IIacCHOCTHY ImJIS OeTel oT 9 mo 12 jnet

1. Co3pgaiiTe CIMCOK OOMAIITHUX ITPABUII ITOCEINIeHusT UHTepHET IIpU y4acTUU OeTewn
U TpeOyiiTe ero BHIIOJTHEHUS.

2. TpebyiiTe ot Bamero pebeHkKa CcoOmMIOOeHUsT HOPM HaXOXOEHUS 3a
KOMITLIOTEPOM.

3. HaGnrogaiiTe 3a pebeHKOM ITpu paboTe 3a KOMIILIOTEPOM, ITOKAXKUTE €MY, YTO Bhl
0ecItoKouTeCch 0 ero 6€30IMaCHOCTH M BCerga IOTOBHI OKa3aTh €My IIOMOIIIb.

4. KoMmplOTep C MOAOKIIOYeHueM B MHTepHeT [OOoJiXKeH HaXOOUTLCS B 0OIen
KOMHAaTe I10[ IPUCMOTPOM POOUTEIEMN.

5. HWcnonb3yuTe cpencTtBa OJIOKMPOBaHUS HeXKeJaTeJIbHOTO KOHTEHTa Kak
OOIIOJTHEHNE K CTaHOapTHOMY PoOuTenbCKOMY KOHTPOIIIO.

6. He 3aOniBaliTe IIpUHMUMATh HEIOCPENCTBEHHOE Yy4YacTHue B XKHU3HU pebOeHKa
OecemoBaTh C IeTbMU 00 UX OPY3bsixX B MHTepHETeE.



7. HacTtauBaiiTe, 4TOOBI eTH HHKOTOa He COTJIAIllaJIuCh Ha JNYHBIE BCTPEYU C
Opy3bsamMu 1o MHTEpHETY.

8. ITo3BonsiliTe OEeTAM 3aXOAUTh TOJILKO Ha CAMThI U3 «0OEIoro» CIIMCKa, KOTOPHIHA
co3gaunuTe BMeCTe C HUMHU.

9. Illpuyunte pOeTel HUKOTOA HEe BBEJaBaTh JIMYHYI HHOPOPMAIUIO CpPeICcTBaMU
9JIEKTPOHHOU IIOYTH, YaTOB, CHUCTEM MIHOBEHHOTO OOMeHa COOOLIIeHUSIMHU,
PETUCTPanoOHHLIX (POPM, JTUYHBIX IIPOQUIed U IPU PErucTpaluy Ha KOHKYDPCH B
HuTepHETE.

10. TIpuyuute pnOeTel He 3arpyxkaTb IIporpaMMmbl 0e3 Balilero pa3spelieHus.
OOBSICHUTE UM, YTO OHM MOTYT CJIy4YaWHO 3arpy3uTh BUPYCH HJIM OPyTroe
HexKejaTeJIbHOe ITPOorpaMMHOe oOecIiedyeHue.

11. Co3paiite Bamemy peOeHKY OrpaHMYEHHYIO YYETHYIO 3allHuCh Ojs1 paboTH Ha
KOMIIBIOTEDE.

12. Tlpuyuute Baiero pebeHka cooOIiiaTh BaM O JIIOOBIX yrpo3ax UM TpPeBOrax,
cBsi3aHHBIX C HMHTepHeToM. HamoMHuTe pOeTsiM, 4TO OHU B 0e30IaCHOCTU, €CIIU
caMU paccKa3ajii BaM O CBOUX TPeBOTaX U ONlaCEeHUSX.

13. Pacckaxurte geTsM O ImopHorpadum B UHTEpHETE.

14. HacrtauBaiiTe Ha TOM, 4YTOOBI OETU MNPEOOCTAaBIISAIM BaM [OOCTYII K CBOeM
9JIEKTPOHHOM TIIouTe, 4YTOOBI Bbl yOeOguIuch, UYTO OHM He O0OIIalTCA C
He3HaKOMIlaMHu.

15. OOBsCHHUTE [OeTsSIM, YTO HeIb3s WMCIOJIb30BAaTh CEeThb MJISI XYJIUTAHCTBA,
PacIpOCTpaHeHUs CIJIETEeH UK YTPOo3.

BospacTt geteut ot 13 o 17 net

B 9TOM BO3pacTe TMOAPOCTKM AaKTUBHO HCHOJIb3YIOT IIOMCKOBBIE MAIIUHHI,
MONB3YIOTCSA  9JIGKTPOHHOM  IIOYTOM,  ClyXkO0aMy  MTrHOBEHHOro  OOMeHa
COOOIIIeHUSAMHU, CKadyWBalOT MY3BIKYy M (UIbMBL. Majnb4yuKaM B 3TOM BO3pacTe
OoJibllle TI0 HpPaBY CMeTaTh BCE OTPaHUUYEHMS, OHU KaxXOyT rpyboro iomopa,
a3apTHBEIX UI'DP, KapTUHOK «IJig B3POCJHBIX». [[€BOYKM MPEANOYUTaroT OO0IIaThCS B
yaTaxXx, NOpU 9STOM OHH Topa3mo Oojiee YYyBCTBUTENILHBI K CEKCyaJlbHbIM
momoraTenbCcTBaM B UHTepHeTe.

3avacTyio B OaHHOM BO3pacTe PONUTENSIM yXe BeCbMa CJIOKHO KOHTPOJIMPOBATH
CBOUX JeTel, TaK Kak 00 MHTepHeTe OHM yKe 3HAIOT 3HAUUTEJIbHO OOJbIIIE CBOUX
pomoutesnieii. TeM He MeHee, He OTIIYCKaWTe HOeTell B «CBOOOOHOE IIJTaBaHHE» II0
HNutepHeTty. CTapaiiTech aKkTUBHO y4aCTBOBATh B 00IlleHUMN pebeHKa B UHTepHeTe.

BaxHo mo-mpexkHeMy CTporo coOmiomaTe IIpaBuia HWHTepHeT-0€301aCHOCTU
-corjialieHue MeXOy POOUTENsIMU U AeTbMu. Kpome TOro, Heo6XoouMo KaK MOXKHO
yalle IIpoCcMaTpHUBaTh OT4YETHI O [OesaTelbHOCTH pAeTe B HMHTepHeTe. Cnemyet
o0paTUTh BHUMaHHEe Ha HEOOXOOUMOCThL COfAepKaHUs POOUTENIbCKUX Iapojieu
(mapomeil aIMHHHCTPATOPOB) B CTPOTOM CeKpeTe U 0O0paTuTh BHUMaHUE Ha
CTPOTOCTh 3THUX apOoJIei.

CoBeThl 10 6€30I1aCHOCTU B 3TOM Bo3pacTe oT 13 o 17 neT



1. Co3pauTe CIKHCOK AOMAIIHUX IIpaBUJl IocelneHus HWMHTepHeTa HIpU y4dacCTUHU
IMOOPOCTKOB U TpeOyiTe 6€3yCIIOBHOTO €ro BhINOMHeHUs1. OOroBopuTe ¢ pebeHKOM
CIIMCOK 3aMlpelleHHBIX CauTOB («4YepHBIM CHIMCOK»), Yachl paboThl B HMHTEpHETE,
PYKOBOJICTBO 110 00IIIeHUI0 B MHTepHeTe (B TOM YUCJIE B YaTax).

2. KOMHLIOTep C IMOOKIII0OYEeHnueM K CEeTH I/IHTepHeT OOJI?)KEeH HaXOOUThCS B OOIIen
KOMHaTe.

3. He 3a0riBaliTe 6eceqoBaTh C meThbMU 00 UX OAPYy3bsiX B UHTepHETE, O TOM, YeM OHU
3aHATHL TakKuM o6Opa3oM, OyOTO pedyb HUAET O [OPY3bAX B peajbHOU KU3HMU.
CropammBaiTe O JIIOASX, C KOTOPBIMM [OeTH OOIIaioTCsS IIOCPEOCTBOM CIIyKO
MTHOBEHHOTO OOMeHa CcOOOIIeHusIMU, 4YTOOLl yOemuThCsS, YTO O3TU JIIOOU UM
3HAKOMHI.

4. HWcnonb3yWTe cpeacTBa OJIOKUpPOBaHUSA HeXKeJlaTeIbHOTO KOHTEHTa Kak
OOIIOJTHEHUWE K CTAaHOAapPTHOMY PomuTenbCKOMY KOHTPOJIIO.

5. HeobxoguMo 3HaTh, KaKMMM dYaTaMM I0Nb3yIOTCSA Bamm petu. IlooripsiiTe
HCIIOJIb30BaHNEe MOIOEPUPYEMBIX YaTOB U HacTauWBalTe, YTOOBLI OeTU He OOIalIucCh B
IPUBaTHOM pPeXUME.

6. HacTtauBaliTe Ha TOM, YTOOBI IeTH HUKOTOA HE BCTPEYasMCh JINYHO C OPY3bSIMU
u3 cetu MHTEpHET.

7. llpuyumTe pOeTeld He BbBIDaBaTh CBOIO JHUYHYI0 HH(POPMAILUIO CpeacTBaMU
9JIEKTPOHHOM IIOYTHI, YaTOB, CHUCTEM MTHOBEHHOT0o oOOMeHa COOOIIeHUusIMH,
pPEerucTpamuoHHBX (POpM, NTUYHBIX ITPOQUIEH M IMIPU PErucTpalliyM Ha KOHKYPCHl B
HuTepHeTE.

8. Ilpuyuute peTed He 3arpyzxkaTb IIporpaMMbl 0e3 Balero paspelieHus.
OObsACHMTE UM, 4YTO OHHU MOTYT CJIy4aWHO 3arpy3uTh BHUPYCHl HJIHW [Opyroe
HelKeJlaTeJIbHOe IIporpaMMHOe oOecIiedeHue.

9. Ilpuyuute Barero pebeHka cooOIlaTh BaM O JIIOOBIX yrpo3ax MJIM TPeEBOrax,
cBsizaHHLIX ¢ HMHTepHeTOoM. HamoMHHTE HEeTsIM, 4TO OHM B 0E30IIaCHOCTHU, €CHIHU
caMM paccKasajlW BaM, O CBOUX yrpo3ax WM TpeBorax. I[loxBanmuTe UX u
IIOCOBETYUTE IIOJOUTH ellle pa3 B NOJOOHBIX CITydasix.

10. Pacckaxute pmeTsMm o nmopHorpaduu B MHTepHeTe. I[ToMOruTEe UM 3alIUTUTBLCS
oT criama. HayuuTe mogpoCTKOB He BblgaBaTb B HHTepHeTe CBOEro peajyibHOTO
9JIEKTPOHHOTO afpeca, He OTBeuyaTh Ha HexXejaTeJlbHble MUChbMa M MCIOJIb30BaTh
crieliajibHbIe TTOYTOBEIE (DUITHLTPHI.

11. HpquHTe ce0s1 3HaKOMUTHCS C CaTaMH, KOTOpPEIE ITOCENTAaIOT ITIOOPOCTKH.

12. HayuuTe pmeTel yBaXaTh OPYTUX B MHTepHeTe. YOeOuUTECh, YTO OHM 3HAIOT O
TOM, YTO IIpaBuUJjIa XOPOILIEro IIOBEOEeHUs OEUCTBYIOT Be3e — OaxXe B BUPTyaJIbHOM
MUpe.

13. OOBsicCHUTE OeTsIM, YTO HUM B KOEM CiIydae HeJb35 MCII0JIb30BaTh CeTh Oy
XyJIUTaHCTBa, PaCIpPOCTPaHeHus CIIJIETEH UJIM YTPO3 OPYTUM JIIOOSM.

14. O6GcymuTe Cc TOOPOCTKAaMU MPOOJIeMbl CETEBBIX a3apPTHBIX UT'P U UX BO3MOKHBIN
puck. HamoMHUTe, YTO OeTH He MOTYT UTPaTh B 3TH UT'PHI COTJIaCHO 3aKOHY.



[TocTOSSHHO KOHTPOJIUPYHTE UCIIOJIb30BaHue MHTepHeTa Bamum pebeHkoM! IDTo He
HapylIeHWe ero JIMYHOTO MIPOCTPAHCTBaA, a Mepa NPeOoCTOPOXKHOCTH U MPOSBIIEHUE
Barireit poguTenbCKOM OTBETCTBEHHOCTH 1 3a00THI.
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